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CAPABILITIES STATEMENT

CyberSolv International, LLC specializes in providing our clients with best-of-breed cyber threat prevention, detection and
response Sservices.

With over 30 years of frontline United States Military, Federal Government and Private Industry tactical and operational
expertise, CyberSolv delivers niche subject matter expertise to strategically position our clients, “ahead of the cyber threat.”

OUR VISION

CyberSolv will distinguish itself as a leader in prevention, detection and response services to all threats from cyberspace to
provide our clients a competitive advantage.

OUR MISSION

To provide a customer-centric consultation and services that strategically positions our clients for success through best-of-
breed cyber threat prevention, detection and response services.

OUR OPERATING PRINCIPLES

Three core principles guide our corporate philosophy and behavior:
1. Customer satisfaction and state-of-the-art services to meet our client's mission;
2. Excellence through innovation and quality performance to keep our clients ahead of the threat;
3. Teamwork to achieve a shared goal, mutual respect, professionalism, and integrity.

THE CYBERSOLV ADVANTAGE

The CyberSolv Advantage is simply our unique approach to the cyber threat problem to strategically position our clients
with best-of-breed cyber threat prevention, detection and response services. We provide a holistic, transformational
approach to ensure clients achieve a level of protection that is commensurate with their acceptable levels of risk.

CyberSolv leverages decades of frontline United States Military, Federal Government and Private Industry education,
training, tactical and operational expertise in preventing, detecting and responding to all vectors of threats from cyberspace.
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CORPORATE INFORMATION

Incorporation: 2008 — Washington DC

Tax ID: 37-1620744

DUNS Number: 964573005

Highest Clearance: Top Secret/SCI

Standard Industrial Classification (SIC) Code; 7379

North American Industry Classification System (NAICS) Codes:
e 541512 - Computer System Design Services

541519 - Other Computer Services

541611 - General Consulting Services

541690 - Security Consulting Services

561612 - Security Services

561621 - Security System Services

611420 - Computer Training
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OUR SERVICES

CSI-SRM: CyberSolv’s Security Risk Management (SRM) Services
Our SRM services provide a comprehensive framework established to quantify risk levels and facilitate informed risk-based
decisions.
At CyberSolv we believe the goal of any information security program is to manage corporate risks based on sensitivity of
data and sensitivity of systems. Developing a comprehensive risk assessment program with regularly scheduled, consistent
risk assessments at the enterprise and system level is a critical component of enterprise risk management. CyberSolv's
SRM services assist organizations with independent and objective security assessments to identify threats and
vulnerabilities, likelihood, potential impact, and compensating controls to inform cost-effective risk-based executive decision
making. Using proven risk management methodologies from government and industry our SRM services include:

o  Critical Asset Identification

e Threat and Vulnerability Assessments

o Risk Mitigation Strategies

¢ |dentification of Compensating Controls

e Phased, Scalable Solutions

CSI-TVA: CyberSolv’s Threat and Vulnerability Analysis Services
The CyberSolv Threat & Vulnerability Analysis services include the gathering of security intelligence for predictive analysis
and trending and the Identification and understanding of the critical threats to an infrastructure with a detailed roadmap for
prioritizing, addressing, and mitigating risks.
CyberSolv's Vulnerability Assessment capabilities combine operationally proven methodologies with dedicated, experienced
professionals to provide a comprehensive solution to an organization's risk assessment requirements. Our methodologies
and approach are based on assessing system risks and prioritizing their criticality based on an analysis of threats, in concert
with the accurate characterization of the business and data sensitivity requirements of the organization. CyberSolv's
Vulnerability Assessment services enable an organization to obtain an immediate and accurate understanding of the critical
threats to the existing infrastructure while providing a detailed roadmap for prioritizing, addressing, and mitigating risks.
CyberSolv's service offerings in this area include:

o Assimilating Cyber Threat Intelligence Reports For Organizational Impact

¢ Vulnerability Assessment Planning and Execution

o Developing and Implement Remediation Plans

o Provide targeted security assessments to application / solution developers during the development process to ensure

security concerns are mitigated prior to deployment
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CSI-SOC: CyberSolv's Cyber Operations Center
A Cyber Operations Center is the right operational approach towards ensuring large organizations have a team of capable
"first responders” organized, trained and equipped to identify, contain and eradicate cyber threats targeting their computing
assets using industry best practice tools, tactics techniques and procedures. Due to the increasing ease with which really
complex cyber attacks are being launched, a single clearinghouse of information and centralized pool of highly specialized
expertise is necessary to provide a very cost-effective means of ensuring efficiency, proactive services, incident detection
and response
CyberSolv's Security Operations Centers (SOC) services are tailored toward our helping our clients ‘operationalize’ the
prevention, detection, remediation, and reporting of cyber incidents. CSI's incident response professionals are experts in
proper incident handling and remediation activities. CSI's ‘battle-tested’ and operationally proven service offerings in this area
include:

o Development of Cyber Operations Teams

e Developing processes for properly categorizing security incidents and defining reporting requirements for each

category of incident

e Performing all activities related to incident detection, response, remediation, and reporting

¢ |dentifying standard processes for handling of various security incidents

e  Evaluating current incident response processes and comparing against industry best practices

e Proactively monitoring the cyber threat landscape and reviewing current exploitation activities against the enterprise

inventory of systems to understand current threat levels
o Development of daily threat briefings and reports on the current threat landscape

o Translating compliance with proper reporting requirements for critical security incidents

CSl-Forensics: CyberSolv’s Digital Forensics Services

Our Digital Forensics Services provide our clients expertise in the court-admissible acquisition and preservation of evidence
for cases involving criminal, fraud, or data exploitation.

The CyberSolv computer forensics teams are experts in understanding the types, range, and depth of forensics cases that
occur in the corporate and federal information infrastructure. CyberSolv's forensics professionals are experts in obtaining
and preserving evidence, maintaining chain of custody, performing detailed analysis using a variety of digital forensics tools,
and developing findings reports that will be admissible in court proceedings. CyberSolv also understands the statutory laws
and regulations that govern computer forensics. CyberSolv's service offerings in computer forensics include:

e  Evaluation and administration of forensics tools and tool kits

o Developing processes for properly obtaining and preserving evidence in a forensic investigation
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¢ Handling all types of forensic cases to include criminal, fraud, waste, and abuse, data exploitation, etc.
o Developing processes around the integration of incident response and forensic analysis

o Detailed report writing of forensic findings

CSI-Sec-Eng: CyberSolv’s Enterprise Security Engineering Services
CyberSolv's Enterprise Security Engineering Services provide our clients with state-of-the art strategic and tactical
engineering services to properly secure large geographically and technologically diverse environments based on the proven
principles of defense-in-depth and defense-in-breath.
At CyberSolv we understand the importance of the proper design, deployment, management, and maintenance of an
organization's security infrastructure to protect information and information systems from both external and internal threats.
The proper configuration of technologies combined with the right mix of managerial and operational controls is critical for the
prevention and timely detection and response to cyber threats.
CyberSolv's overall security strategy allows an organization to understand its overall risk exposures, and prepare a security
plan to mitigate those vulnerabilities. CyberSolv's Security Engineering Service offerings include:

e Network Security Architecture Design and Implementation

e  Enterprise Anti-virus Deployment, Integration, and Management

e Patch Management

e Access Control Lists and Group Policies

e Account management

e Audit Trails Collection, Correlation and Analysis

e Internet Traffic Monitoring

e Server and Host-based Intrusion Detection Systems Deployment and Management

CSI-ATA: CyberSolv's Advanced Threat Analysis Services

Our Advanced Threat Analysis Services provide our clients expertise in the analysis and dissection of advanced persistent
malware threat.
The CyberSolv ATA team are experts in the reverse engineering of targeted “zero-day” malware toward determining attack
attribution. CyberSolv's Advanced Threat Analysis offerings include:

e Malware analysis

e Reverse engineering of malware

o Cyber attack response and attribution

o  Anti-Phishing services to include “Brand Monitoring” and Take-down coordination
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OUR PEOPLE

CyberSolv’s consultants possess not only formal education but also highly coveted industry-recognized certifications to

include the following:

GIAC Certified Incident Handler (GCIH)

GIAC Certified Intrusion Analyst (GCIA)

Certified Ethical Hacker (CEH)

Certified Information Systems Security Professional (CISSP)
Systems Security Certified Practitioner (SSCP)

Certified Authorization Professional (CAP)

Certified Secure Software Lifecycle Professional (CSSLP)
Microsoft Certified Systems Engineer (MCSE)

Cisco Certified Network Professional (CCNP)

Cisco Certified Security Professional (CCSP)

Information Systems Security Engineering Professional (ISSEP)
Solaris Certified System Administrator (SCSA)

Security+

Arcsight Certified Security Analyst (ACSA)

Project Management Professional (PMP)

Information Technology Infrastructure Library

Certified Information Systems Auditor (CISA)
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